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Abstract 

The ongoing digital transformation of public institutions has fundamentally changed the way 

municipal governments deliver services and manage organizational operations. While digital 

technologies have improved efficiency, transparency, and citizen engagement, they have 

simultaneously introduced increasingly sophisticated cybersecurity challenges. Consequently, 

ensuring effective cybersecurity management has become an essential requirement for smart 

municipalities seeking to sustain secure digital environments. This study investigates the influence 

of digital governance, cybersecurity awareness, and risk management on the effectiveness of 

cybersecurity management in smart municipalities in Jordan. A quantitative research methodology 

was adopted, and data were collected through a structured questionnaire distributed to 250 

employees working in Jordanian smart municipalities. The collected responses were analyzed 

using the Statistical Package for the Social Sciences (SPSS), applying descriptive statistics, 

reliability analysis, Pearson correlation, multiple regression analysis, and hypothesis testing. The 

findings indicate that digital governance, cybersecurity awareness, and risk management each have 

a positive and statistically significant effect on cybersecurity management effectiveness. Among 

these predictors, cybersecurity awareness demonstrated the strongest influence, followed by digital 

governance and risk management. The statistical model confirmed that integrating these 

organizational factors substantially enhances cybersecurity management within smart 

municipalities. The study concludes that strengthening governance mechanisms, promoting 

continuous cybersecurity awareness among employees, and adopting proactive risk management 

practices can significantly improve cybersecurity resilience and support sustainable digital 

transformation across Jordanian municipalities. 

Keywords: Digital Governance; Cybersecurity Awareness; Risk Management; Cybersecurity 

Management Effectiveness; Smart Municipalities; Jordan. 

 

 

 

 

 

 

 

 



 

 

1. Introduction  

Digital transformation has become a central component of public sector modernization, enabling 

governments to improve institutional performance, expand digital public services, and strengthen 

administrative transparency. The rapid development of information and communication 

technologies has encouraged public organizations to adopt digital governance models that enhance 

decision-making, increase operational efficiency, and improve service accessibility (United 

Nations, 2024). Within this context, smart municipalities have emerged as an important element 

of digital government by integrating advanced technologies into municipal administration and 

public service delivery. In Jordan, digital transformation has become one of the strategic priorities 

supporting governmental modernization. Smart municipalities increasingly depend on digital 

platforms to manage licensing services, infrastructure maintenance, financial transactions, public 

records, and communication with citizens. Although these technological developments improve 

organizational performance and service quality, they also expose municipalities to a growing range 

of cybersecurity threats, including phishing attacks, ransomware, malware, unauthorized access, 

and data breaches (OECD, 2023). As municipalities become more dependent on interconnected 

digital systems, cybersecurity management has evolved into a strategic organizational 

responsibility rather than merely a technical function. Effective cybersecurity management 

requires the integration of governance structures, security policies, employee awareness, 

technological safeguards, and risk management processes to ensure the protection of digital assets 

and the continuity of public services (National Institute of Standards and Technology [NIST], 

2024).Among the factors that contribute to successful cybersecurity management, digital 

governance establishes organizational accountability, cybersecurity policies, and strategic 

decision-making mechanisms. Cybersecurity awareness focuses on strengthening employees' 

ability to recognize cyber threats, follow security procedures, and minimize human-related 

vulnerabilities. Likewise, risk management enables organizations to identify cybersecurity risks, 

evaluate potential impacts, and implement preventive measures before cyber incidents affect 

organizational operations (ISO, 2018; NIST, 2024). Although previous studies have highlighted 

the importance of these organizational factors, they have generally investigated them separately or 

within different institutional settings. Empirical evidence examining their combined influence on 

cybersecurity management effectiveness in smart municipalities remains limited, particularly 

within the Jordanian public sector. Therefore, this study develops an integrated framework to 

examine the collective impact of digital governance, cybersecurity awareness, and risk 

management on cybersecurity management effectiveness in Jordanian smart municipalities. 

 

 

 



 

 

1.1 Research Problem  

The accelerated implementation of digital technologies within Jordanian smart municipalities has 

significantly improved administrative efficiency and public service delivery. However, this digital 

transformation has also increased organizational exposure to cybersecurity threats, creating new 

challenges for protecting sensitive information and maintaining secure digital operations. Despite 

ongoing investments in digital infrastructure, many municipalities continue to experience 

weaknesses related to governance mechanisms, employee cybersecurity awareness, and 

organizational risk management practices. These limitations may reduce the effectiveness of 

cybersecurity management and increase organizational vulnerability to cyberattacks. 

Existing research has largely examined digital governance, cybersecurity awareness, and risk 

management as separate organizational factors or within private-sector environments. Limited 

empirical evidence has explored their combined influence on cybersecurity management 

effectiveness within Jordanian smart municipalities. Consequently, there remains a need for 

empirical investigation to determine how these organizational dimensions collectively contribute 

to strengthening cybersecurity management in the municipal sector. 

 

1.2 Research Objectives  

The primary objective of this study is to examine the impact of digital governance, cybersecurity 

awareness, and risk management on the effectiveness of cybersecurity management in smart 

municipalities in Jordan. 

The specific objectives are: 

1. To examine the influence of digital governance on cybersecurity management 

effectiveness.  

2. To evaluate the impact of cybersecurity awareness on cybersecurity management 

effectiveness.  

3. To investigate the effect of risk management on cybersecurity management effectiveness.  

4. To determine the combined contribution of digital governance, cybersecurity awareness, 

and risk management to improving cybersecurity management within Jordanian smart 

municipalities.  

 

 

 



 

 

1.3 Research Questions  

The study seeks to answer the following research questions: 

Main Research Question 

How do digital governance, cybersecurity awareness, and risk management influence the 

effectiveness of cybersecurity management in smart municipalities in Jordan? 

Sub-Research Questions 

1. What is the impact of digital governance on cybersecurity management effectiveness in 

smart municipalities in Jordan?  

2. To what extent does cybersecurity awareness influence cybersecurity management 

effectiveness in smart municipalities in Jordan?  

3. How does risk management affect cybersecurity management effectiveness in smart 

municipalities in Jordan?  

4. To what extent do digital governance, cybersecurity awareness, and risk management 

collectively contribute to enhancing cybersecurity management effectiveness in Jordanian 

smart municipalities?  

1.4 Research Significance  

This study offers valuable theoretical and practical contributions by examining the organizational 

factors that influence cybersecurity management effectiveness within smart municipalities in 

Jordan. From a theoretical perspective, it extends the existing body of knowledge by integrating 

digital governance, cybersecurity awareness, and risk management into a unified research 

framework. Unlike many previous studies that have investigated these variables independently, 

this study explores their combined influence on cybersecurity management effectiveness within 

the context of digital public administration. 

From a practical perspective, the findings provide useful guidance for policymakers, municipal 

leaders, and information technology professionals responsible for implementing secure digital 

transformation initiatives. The results may support decision-makers in strengthening governance 

structures, improving employee cybersecurity awareness, enhancing organizational risk 

management practices, and developing comprehensive cybersecurity strategies that improve 

institutional resilience. Furthermore, the study contributes to Jordan's ongoing digital 

transformation agenda by providing evidence-based recommendations that support secure, 

efficient, and sustainable municipal digital services (OECD, 2023; NIST, 2024). 

 



 

 

2. Literature Review 

The rapid advancement of digital technologies has significantly reshaped the operational landscape 

of public-sector organizations, making cybersecurity management an essential component of 

digital government initiatives. As smart municipalities increasingly depend on digital platforms 

and electronic public services, they become more exposed to evolving cybersecurity threats 

targeting sensitive information, critical infrastructure, and the continuity of public services. 

Consequently, public organizations must establish effective digital governance mechanisms, 

strengthen cybersecurity awareness among employees, and implement comprehensive risk 

management practices to build secure and resilient digital environments. The following sections 

review the principal concepts that form the theoretical foundation of this study. 

2.1 Digital Governance 

Digital governance encompasses the strategic management of digital technologies, institutional 

policies, and governance frameworks that support effective public administration while enhancing 

transparency, accountability, and service efficiency (Chaudhuri & Kahyaoglu, 2023). Within smart 

municipalities, digital governance establishes an organizational framework that facilitates secure 

digital operations through well-defined governance structures, cybersecurity policies, and 

effective managerial decision-making processes (Ruijer et al., 2023). Previous research has 

demonstrated that effective digital governance improves organizational performance, strengthens 

compliance with cybersecurity requirements, and enhances institutional resilience against evolving 

cyber threats (OECD, 2023; United Nations, 2024; AlGhamdi et al., 2023). 

2.2 Cybersecurity Awareness 

Cybersecurity awareness refers to the knowledge, attitudes, and daily security practices that enable 

employees to recognize cybersecurity threats and respond appropriately to potential cyber 

incidents (Baihaqi et al., 2024). Since human error remains one of the primary causes of 

cybersecurity breaches, organizations increasingly regard cybersecurity awareness as an essential 

component of their overall cybersecurity strategy (Modi et al., 2023). Continuous education and 

awareness programs strengthen employees' ability to identify cyber risks, comply with 

organizational security policies, and reduce vulnerabilities that may expose organizational 

information systems to cyberattacks (Verizon, 2025; SANS Institute, 2024). 

2.3 Risk Management 

Risk management is a systematic organizational process aimed at identifying, assessing, and 

mitigating cybersecurity risks that may threaten information assets and organizational operations 

(Lindström et al., 2023). Within smart municipalities, effective risk management enhances 

organizational preparedness, supports service continuity, and enables institutions to respond 



 

 

proactively to emerging cybersecurity threats. International standards further emphasize that 

integrating risk management into governance practices strengthens cybersecurity capabilities, 

improves organizational resilience, and contributes to more effective cybersecurity management 

(ISO, 2018; NIST, 2024). 

2.4 Effectiveness of Cybersecurity Management 

Cybersecurity management effectiveness reflects an organization's ability to protect information 

resources, maintain the continuity of digital services, and respond efficiently to cybersecurity 

incidents (Bela et al., 2024). Achieving effective cybersecurity management requires more than 

technological controls alone; it depends on integrating sound governance practices, employee 

cybersecurity awareness, appropriate technological resources, and structured risk management 

processes (Baral et al., 2024). Organizations that successfully combine these organizational 

elements are generally better positioned to strengthen cybersecurity resilience while supporting 

secure and sustainable digital transformation initiatives (NIST, 2024; ENISA, 2024). 

2.5 Previous Studies 

Table 1. Summary of Previous Studies 

Author(s) Year Study Context Main Findings 

AlGhamdi et 

al. 
2023      Smart Cities 

Digital governance significantly improved cybersecurity 

governance and organizational resilience. 

OECD 2023 
Digital 

Government 

Effective digital governance enhances public service quality, 

transparency, and institutional performance. 

United 

Nations 
2024 E-Government 

Digital transformation requires strong governance and 

cybersecurity frameworks to ensure sustainable public 

services. 

NIST 2024 
Cybersecurity 

Framework 

Integrating governance and risk management strengthens 

cybersecurity management effectiveness. 

Verizon 2025 
Global 

Organizations 

Human error remains a leading cause of cybersecurity 

incidents, highlighting the importance of cybersecurity 

awareness. 

 

 



 

 

The reviewed studies consistently demonstrate that digital governance, cybersecurity awareness, 

and risk management play essential roles in strengthening organizational cybersecurity 

performance. Nevertheless, most previous studies have examined these variables independently or 

within different organizational contexts. Empirical evidence investigating their combined 

influence on cybersecurity management effectiveness in smart municipalities, particularly within 

Jordan, remains limited. Accordingly, this study develops an integrated conceptual framework to 

examine the relationships among these variables and provide empirical evidence that supports 

improving cybersecurity management in the Jordanian municipal sector. 

 

3. Research Methodology 

3.1 Research Design 

This research adopted a quantitative approach to examine the effect of digital governance, 

cybersecurity awareness, and risk management on cybersecurity management effectiveness in 

smart municipalities in Jordan. A cross-sectional survey design was selected because it allows 

quantitative information to be collected from a large group of participants during a single period. 

Data were gathered through a structured questionnaire and analyzed using the Statistical Package 

for the Social Sciences (SPSS). The statistical procedures included descriptive statistics, reliability 

analysis, Pearson correlation, and multiple regression analysis to evaluate the proposed hypotheses 

(Creswell & Creswell, 2023; Hair et al., 2022). 

3.2 Research Population 

The study population comprised employees working in Jordanian smart municipalities. 

Participants included administrative staff, information technology personnel, cybersecurity 

specialists, and managers responsible for digital governance and municipal digital services. These 

respondents were considered appropriate because of their professional involvement in digital 

operations and cybersecurity management within municipal institutions. 

3.3 Sampling Technique and Sample Size 

A simple random sampling method was employed to provide every member of the target 

population with an equal chance of participating in the study. Following the recommendations of 

Hair et al. (2022), a sample of 250 respondents was considered appropriate for conducting 

multiple regression analysis using SPSS. Accordingly, 250 questionnaires were distributed to 

employees working in smart municipalities throughout Jordan. 

 



 

 

3.4 Research Instrument 

A structured questionnaire was utilized as the primary tool for data collection. The questionnaire 

was developed based on relevant empirical studies and internationally recognized cybersecurity 

and digital governance frameworks. It consisted of two sections. The first section collected 

demographic information, including gender, age, educational level, job position, and years of 

experience. The second section measured the research variables using a five-point Likert scale 

ranging from 1 (Strongly Disagree) to 5 (Strongly Agree). The measurement items covered 

digital governance, cybersecurity awareness, risk management, and cybersecurity management 

effectiveness. 

3.5 Validity and Reliability 

To ensure content validity, the questionnaire was developed after reviewing the relevant literature 

and previously validated measurement scales. It was subsequently evaluated by academic 

specialists in cybersecurity, digital governance, and research methodology. The reliability of the 

instrument was assessed using Cronbach's Alpha. According to Hair et al. (2022), values of 0.70 

or above indicate satisfactory internal consistency, confirming that the questionnaire is suitable 

for statistical analysis. 

3.6 Data Analysis 

The collected responses were processed using SPSS Version 29. Descriptive statistics were used 

to summarize respondents' demographic characteristics and describe the study variables through 

means and standard deviations. Cronbach's Alpha was calculated to examine the reliability of the 

measurement scales. Pearson correlation analysis was applied to assess the relationships among 

the variables, while multiple regression analysis was conducted to evaluate the proposed 

hypotheses and determine the effects of digital governance, cybersecurity awareness, and risk 

management on cybersecurity management effectiveness. Statistical significance was assessed at 

the 0.05 level (p < 0.05). 

 

4.1 Demographic Characteristics of Respondents 

Interpretation  

The demographic results indicate that male participants represented the majority of the study 

sample, accounting for 62.4%, whereas females constituted 37.6%. The largest proportion of 

respondents belonged to the 30–39 years age category (38.0%). Regarding educational 

qualifications, nearly half of the respondents held a Bachelor's degree (47.2%), while 43.2% 



 

 

reported having 5–10 years of professional experience. These characteristics suggest that the 

respondents possess appropriate educational backgrounds and practical experience relevant to 

digital governance and cybersecurity management within smart municipalities. 

4.2 Reliability Analysis 

Interpretation  

The reliability assessment demonstrates that all study constructs achieved high levels of internal 

consistency. Cronbach's Alpha coefficients ranged between 0.876 and 0.914, while the overall 

questionnaire obtained a reliability coefficient of 0.905. These values exceed the recommended 

threshold suggested by Hair et al. (2022), indicating that the measurement instrument is reliable 

and suitable for further statistical analysis. 

4.3 Descriptive Statistics 

Interpretation  

The descriptive statistics reveal that respondents expressed a high level of agreement across all 

study variables. Cybersecurity Management Effectiveness recorded the highest mean score (M 

= 4.29), followed by Cybersecurity Awareness (M = 4.24), Digital Governance (M = 4.18), and 

Risk Management (M = 4.11). Overall, these findings indicate that respondents perceive 

cybersecurity practices and related organizational factors to be implemented at a relatively high 

level within Jordanian smart municipalities. 

 

4.4 Pearson Correlation Analysis 

Interpretation  

The Pearson correlation analysis shows statistically significant positive relationships among all 

study variables at the 0.01 significance level. The strongest association was observed between 

Cybersecurity Awareness and Cybersecurity Management Effectiveness (r = 0.743), followed 

by Digital Governance (r = 0.701) and Risk Management (r = 0.692). These findings indicate 

that improvements in the three independent variables are associated with higher levels of 

cybersecurity management effectiveness. 

 

 



 

 

4.5 Multiple Regression Analysis 

Interpretation  

The regression results confirm that Digital Governance, Cybersecurity Awareness, and Risk 

Management each exert a positive and statistically significant influence on cybersecurity 

management effectiveness (p < 0.001). Among these variables, Cybersecurity Awareness 

recorded the largest standardized coefficient (β = 0.418), indicating that it is the strongest predictor 

in the proposed model. Digital Governance (β = 0.331) and Risk Management (β = 0.289) also 

made significant contributions, supporting the proposed research model. 

4.6 ANOVA Results 

Interpretation  

The ANOVA findings demonstrate that the regression model is statistically significant (F = 

81.374, p < 0.001). This result confirms that the overall model provides a satisfactory explanation 

of the relationship between digital governance, cybersecurity awareness, risk management, and 

cybersecurity management effectiveness. 

4.7 Hypotheses Testing 

Interpretation  

The hypothesis testing results support all proposed hypotheses. The findings confirm that digital 

governance, cybersecurity awareness, and risk management each have a statistically significant 

positive effect on cybersecurity management effectiveness in Jordanian smart municipalities. 

Furthermore, cybersecurity awareness emerged as the most influential predictor among the three 

independent variables. 

5. Discussion 

The statistical findings confirm that digital governance, cybersecurity awareness, and risk 

management each play a significant role in improving cybersecurity management effectiveness 

within Jordanian smart municipalities. The regression analysis demonstrated that all three 

independent variables exert positive and statistically significant effects on the dependent variable, 

providing empirical support for all proposed research hypotheses. 

Among the examined factors, cybersecurity awareness emerged as the most influential predictor 

of cybersecurity management effectiveness. This result highlights the importance of employees' 

knowledge, security awareness, and day-to-day cybersecurity practices in protecting municipal 

information systems from cyber threats. Organizations that invest in continuous awareness 



 

 

initiatives and security training enable their employees to recognize potential cyber risks more 

effectively, comply with organizational security policies, and respond appropriately to 

cybersecurity incidents. These findings are consistent with previous evidence reported by Verizon 

(2025) and SANS Institute (2024), both of which identify human awareness as a critical 

component in reducing cybersecurity incidents. 

The analysis further indicates that digital governance makes a substantial contribution to 

strengthening cybersecurity management effectiveness. Effective governance mechanisms provide 

municipalities with structured cybersecurity policies, clearly defined responsibilities, and sound 

decision-making processes that enhance institutional resilience and improve compliance with 

cybersecurity standards. These findings are consistent with earlier studies suggesting that 

organizations with stronger digital governance frameworks are generally more successful in 

managing cybersecurity risks and supporting secure digital transformation initiatives (OECD, 

2023; United Nations, 2024). 

The study also demonstrates that risk management significantly enhances cybersecurity 

management effectiveness. Municipalities that systematically identify cybersecurity risks, 

evaluate organizational vulnerabilities, and implement preventive mitigation strategies are better 

equipped to minimize cybersecurity incidents and maintain operational continuity. This finding 

supports the principles outlined in the NIST Cybersecurity Framework (2024) and ISO 31000, 

which emphasize the importance of integrating risk management into organizational governance 

and cybersecurity planning. 

Overall, the results suggest that cybersecurity management is most effective when digital 

governance, cybersecurity awareness, and risk management operate together as 

complementary organizational practices. The integration of these three dimensions strengthens 

organizational resilience, improves the protection of municipal digital assets, and supports the 

long-term success of digital transformation initiatives within Jordanian smart municipalities. 

6. Conclusion  

This study examined the influence of digital governance, cybersecurity awareness, and risk 

management on the effectiveness of cybersecurity management in smart municipalities in Jordan. 

The empirical findings confirmed that each of the three independent variables has a positive and 

statistically significant effect on cybersecurity management effectiveness, demonstrating their 

collective importance in supporting secure digital transformation within municipal institutions. 

The analysis identified cybersecurity awareness as the strongest predictor of cybersecurity 

management effectiveness, emphasizing the value of employee awareness and responsible security 

behavior in reducing cybersecurity risks. In addition, digital governance was found to strengthen 

institutional accountability, improve cybersecurity decision-making, and support regulatory 



 

 

compliance. Risk management also contributed significantly by enabling municipalities to identify 

potential threats, evaluate vulnerabilities, and implement proactive mitigation measures before 

cybersecurity incidents occur. 

The findings contribute to the existing literature by providing empirical evidence from the 

Jordanian municipal sector and demonstrate that combining governance, awareness, and risk 

management creates a comprehensive approach to cybersecurity management. These results may 

assist policymakers, municipal administrators, and cybersecurity professionals in developing 

integrated cybersecurity strategies that improve organizational resilience, protect digital 

infrastructure, and maintain public confidence in digital municipal services. 

7. Recommendations  

Based on the empirical findings of this study, the following recommendations are proposed: 

1. Smart municipalities should continue strengthening their digital governance frameworks 

by developing comprehensive cybersecurity policies, clearly defining organizational 

responsibilities, and enhancing institutional accountability.  

2. Continuous cybersecurity awareness and training initiatives should be implemented to 

improve employees' knowledge, strengthen secure behavioral practices, and reduce 

human-related cybersecurity risks.  

3. Municipal organizations should integrate cybersecurity risk management into strategic 

planning processes and conduct regular cybersecurity risk assessments to identify 

vulnerabilities and implement preventive controls.  

4. Municipalities are encouraged to align their cybersecurity programs with internationally 

recognized standards and frameworks, including the NIST Cybersecurity Framework 

and ISO 31000, to improve organizational resilience and support sustainable digital 

transformation.  

5. Greater investment should be directed toward cybersecurity technologies, continuous 

monitoring systems, incident response capabilities, and security evaluation mechanisms to 

strengthen the protection of municipal digital infrastructure.  

6. Future studies are encouraged to investigate additional organizational factors, including 

cybersecurity culture, leadership commitment, technological readiness, and artificial 

intelligence applications, to provide a broader understanding of cybersecurity management 

within public-sector organizations.  
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